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WELCOME

In front of you lies the first annual
report for the AviaTor project. The
National Police of the Netherlands are
proud to be the project lead of this
unique undertaking, which was made
possible thanks to the support of the
European Commission.

The Dutch Police have the unique task of being the project
lead on AviaTor. Together with the Belgian Federal Police,
we have had the privilege of incorporating our wishes
and requirements into the project as much as possible,
resulting in an almost tailor-made product.
AviaTor initially started on a small scale so that the product
could be custom-designed to our needs. It has now
entered the second phase of development, and more and
more LEAs worldwide are joining the project to benefit
from AviaTor. Where they previously had insufficient

Our mission is to find victims of sexual abuse and save
them from their abusive situations. However, due to
strong digitalisation and the US legislation obliging
electronic service providers to report (possible) child

access to a similar product, they can now directly connect
to it. Globally, this will help enormously in the fight against
the distribution (and secondary production) of child sexual
abuse material.

sexual exploitation material, the number of Child Sexual

It is good to see so many countries are already interested

Abuse Material reports submitted to the police through

in participating in this unique project. Because only

various channels is increasing exponentially each year. It is

together will we be able to make a difference!

estimated that over 50,000 reports will be registered this
year in the Netherlands alone. The enormous increase in
reports makes it impossible to process them all manually.
Thanks to the implementation of AviaTor, these reports

Ben van Mierlo

will be prioritised automatically before the National

National coordinator for the fight against

Unit Combating Child Sexual Abuse Material and Child

Child Abuse Images and Transnational Child

Sex Tourism Team starts processing them. One of the

Sex Offences Netherlands Police

important improvements this makes is that our analysts
can now work more efficiently. Processing all these
reports manually in the past was causing them to be
frequently exposed to child sexual abuse material. The
AviaTor tool aids with prioritisation of reports, so that the
most important cases where possible ongoing abuse
is taking place are immediately selected and given the
highest priority for processing.
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CHAPTER 01

Before
We Start
A brief introduction into the AviaTor project
and the fight against CSAM.

6
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BEFORE WE START

GOOD TO KNOW

Introduction

Acronyms & Abbreviations

Project AviaTor, which stands for
Augmented Visual Intelligence
and Targeted Online Research,
was developed to support Law
Enforcement Agencies (LEAs) in
handling the rapidly growing number
of reports on Child Sexual Abuse
Material (CSAM).

are struggling to process the high number of incoming
inevitably lead to problems if nothing is done to
optimise the process. The AviaTor project was incepted
for exactly this purpose.
AviaTor offers automation and intelligence tools to
greatly reduce the time spent by LEAs in processing,

ICSE - International Child Sexual Exploitation database

AVIATOR - Augmented Visual Intelligence

ISP - Internet Service Provider

and Targeted Online Research
IWF - Internet Watch Foundation
CSAM – Child Sexual Abuse Material 1
LEA – Law Enforcement Agency

assessing and prioritising CSAM reports - while being
adjustable to fit each LEA’s specific needs. It combines

ESP – Electronic Service Provider

artificial intelligence techniques to investigate content
with the capability to use open-source intelligence by

CSAM is the permanent recording of the sexual abuse or

AI - Artificial Intelligence

CSAM reports already, and a further increase will

targeted online research.

LED – Law Enforcement Directive
GDPR – General Data Protection Regulation
LEAWS – Law Enforcement Agency Web Services

exploitation of a child. It depicts an actual crime scene.
Real children are being abused on camera and there

To provide the public and relevant stakeholders insight

is nothing virtual about their horrible suffering. Nor is

into the AviaTor project developments, a total of three

it an incident or limited to specific parts of the world.

annual reports will be published between 2022-2024.

Child abuse is taking place on a global scale and has a

This is the first AviaTor annual report, which functions as

permanent and devastating impact on victims.

an introductory report. In this annual report, we focus
on explaining the process behind the reporting of

GPU – Graphics Processing Unit
NCMEC – The National Centre of Missing and
GRACE – Global Response Against Child Exploitation

Exploited Children

HSI – Homeland Security Investigations

OSINT – Open Source Intelligence

Because of the fast-growing technology industry and

the National Center of Missing and Exploited Children

the global political pressure to tackle CSAM more

(NCMEC) and the challenges that LEAs currently face

adequately, the number of incoming CSAM reports

while dealing with the processing of these reports.

ICMEC – International Centre for Missing

is expected to keep increasing. These reports have

Furthermore, we explain how AviaTor can provide a

& Exploited Children

high priority because of the seriousness of the crime,

long-term solution for LEAs dealing with a high number

while being extremely difficult, time-sensitive, and

of incoming reports, without compromising the time

labour-intensive to process. Law enforcement must

and resources to investigate. The report provides a

be equipped with the best technical solutions in

multi-perspective overview of the topic covering

order to handle this increase in reports and properly

technological, legal and law enforcement standpoints.

address these crimes. In reality, however, most LEAs
1

Child Sexual Abuse Material (CSAM) vs.

child pornography
Sometimes CSAM is referred to as child pornography.
However, the term “child pornography” should be
avoided for the following reasons: the term child
pornography fails to describe the true nature of the
material and undermines the seriousness of the abuse
from the child’s perspective. Pornography is a term
primarily used to describe material depicting adults
engaged in consensual sexual acts distributed for the
purposes of sexual pleasure. Using this term in the
context of children risks normalising, trivialising and
even legitimising the sexual abuse and exploitation
of children. Child pornography implies consent, and
a child cannot legally give consent. The term child
pornography is still used in legislation in some countries.
For this reason, CSAM is sometimes referred to as child
pornography for legal purposes. In non-legal contexts,
such as in media publications, the term Child Sexual
Abuse Material (CSAM) should be used.
8

9

CHAPTER 02

From NCMEC
to LEA
LEAs all over the world receive CSAM reports from
NCMEC. We take a deep dive into the route of these
reports and explain the reporting paradox.

10
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THE PROCESS

From NCMEC
to LEA
AviaTor focuses on NCMEC reports which, in terms of

A report (also known as a referral) is created by the

numbers, is by far the largest source for law enforcement

ESP as soon as they become aware of child abuse

investigation into CSAM. In the United States, Electronic

imagery being distributed on their platform. NCMEC

Service Providers (ESP) are mandated by law to report

then distributes the reports to the relevant domestic or

possible CSAM material on their platforms to NCMEC:

international law enforcement, based on the location of

the National Center for Missing and Exploited Children.

the reported user.

The legal requirement to
report: US legislation
Title 18 (Crimes and Criminal Procedure), Chapter 110
(Sexual Exploitation and other Abuse of Children),

Failure to Report – a provider that knowingly

paragraph 2258A of the U.S. code describes the

and wilfully fails to make a report shall be fined up to

reporting requirements of providers:

$150,000 in the initial case and up to $300,000 in any
subsequent case.

Duty To Report – the provider shall report apparent
violations that involve child pornography to NCMEC,
the provider may report imminent violations that involve
child pornography to NCMEC.

Protection of Privacy – nothing in this paragraph

How providers comply
with the legislation

shall be construed to require a provider to monitor
any user or content of any communication or to search,

The legal requirement specifically states that providers

If no matches are found, automatic moderation may take

screen or scan for violations.

shall report only after obtaining actual knowledge of

place using AI classifiers, specific filters, or proprietary

violations involving CSAM. It does not require providers

algorithms. Suspicious material is classified by human

discretion of the provider, include the following

to search, screen, or scan for such violations. However,

content moderators. Some providers also screen chat

information: the involved individual, historical reference,

this is exactly what a number of the larger providers do

logs and text. If uploaded content is perceived as child

on a voluntary basis. In practice, this often means that

sexual exploitation, the provider creates a report and

whenever a user of such a platform uploads imagery, the

submits this to NCMEC and may include information

provider will calculate the hash values for the uploaded

about the user of the platform and the illegal content

images and/or videos and compare them against

itself. Since the Contents of Reports2 are permissive, the

databases with hashes of known illegal CSAM imagery.

information included in these reports can differ per ESP.

Contents of Report – the report may, at the sole

geographic location, visual depictions and complete
communication.

Conditions of Disclosure Information Contained
Within Report – a law enforcement agency may disclose
information in a report to its investigators, an attorney
of the government, a defendant in a criminal case or a
provider. NCMEC may disclose information received in

Forwarding of Report to Law Enforcement –
pursuant to its clearinghouse role, NCMEC shall make

a report to designated law enforcement agencies, to a
provider or to respond to a legal process.

available each report to one or more federal, state, local

to assign a unique hash value to an image. Duplicate
copies of the image all have the exact same hash value.

or foreign law enforcement agencies.
Preservation – a provider shall preserve the contents
provided in a report for 90 days after the submission to
Attorney General Responsibilities – the Attorney

Image hashing is the process of using an algorithm

For this reason, it is sometimes referred to as a ‘digital
fingerprint.’

NCMEC.

General shall enforce this paragraph and may designate
federal, local and foreign agencies to which a report may
be forwarded.
2

12

https://www.law.cornell.edu/uscode/text/18/2258A
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The role of NCMEC

The numbers and the
reporting paradox

In 2021, NCMEC received 29.3 million reports of suspected

When NCMEC receives a CyberTipline report, it will try to

child sexual exploitation, an increase of 35% from 2020.

determine the place of jurisdiction related to the reported

A comprehensive overview of these reports as well as

user. If the reported user is located in the US, the report

breakdowns per type of report, reporting provider, and

will be processed by NCMEC analysts and subsequently

geolocation of the reported user can be found on the

- if the report contains illegal content – made available

NCMEC website1. 29.1 million of these reports were sent

to a US law enforcement agency for their independent

in by ESPs.

review and possible investigation. If the reported user is
outside the US, the CyberTipline report will be forwarded

Over 1800 companies can submit reports to NCMEC.

to the designated law enforcement agency in the country

However, almost 98% of the reports were submitted by

of the user for their independent review and possible

only 6 ESPs: Meta, Google, Snapchat, Microsoft, Twitter

investigation.

and TikTok3. As these companies have users worldwide,
NCMEC receives reports on both US-based and nonUS-based users. In 2021, 93% of the reports that NCMEC
received were resolved to locations outside the US.

Often NCMEC report numbers are used as an indicator

The 16.8 million reports in 2019 contained 70 million

for the spread of CSAM and the level of online child

files, resulting in an average of 4.2 files per report. In

sexual abuse. However, these figures should be

comparison, the average in 2021 was 2.9 files per report5.

interpreted with care and in the right context. For
instance, increased quality and quantity of hash lists of
known illegal material and improvements to AI classifiers
may lead to more NCMEC reports of CSAM distribution
that was previously undetected via automatic classifiers
or hash lists. In addition, more and more platforms are
reporting to NCMEC.

The reporting paradox is the result of the providers
being ‘better safe than sorry.’ As a result of this cautious
approach, not all reports contain content that violates
laws in Europe, according to interviewed police forces.
More importantly, it contributes to law enforcement
agencies being overwhelmed with reports, often
understaffed to deal with them properly, and spending

As a single report may include any number of images

too much time on determining which reports need to

and videos, the number of reports does not equal the

be investigated. Buried among the reports are potential

amount of CSAM. The 29 million reports received in 2021

records of ongoing abuse.

included 85 million files, including 44 million videos and
over 39 million images. 5.1 million of those videos and
16.9 million of the images were unique. This also means
that:
1
3

NCMEC website: www.missingkids.org
In contrast, Apple submitted 160 reports, even though it runs large user platforms such as a messenger and a photo-sharing service.

NCMEC receives more than one unique video
per second.
The fact that ‘only’ 11.6% of the videos are unique
does not mean that only this percentage needs to be
processed by law enforcement. Each copy will have to
be processed.

Different routes from
providers to law enforcement

Between 2018 and 2019, the number of reports dropped
from 18.5 to 16.8 million. The assumption was that this
was caused by the fact that more providers started
combining multiple files into one report. Today there

As the volume of NCMEC reports with an international

are indicators that, as a result of faster detection and

nexus continues to increase, NCMEC is Congressionally

reporting, individual files uploaded by a user result in

authorized to establish connections with police forces

individual reports.

around the world to help ensure that their reports reach
the appropriate country and children victimised around
the world can be safeguarded.
As of June 2022, 147 countries and territories around
the world are receiving NCMEC CyberTipline reports.
In 88 countries the national police services receive the
CyberTipline reports directly and in 59 countries the
reports are received through established relations with
United States federal law enforcement. Any countries
outside these connections receive elements of NCMEC
reports through INTERPOL National Central Bureaus.4

4

14

Source: NCMEC, 06.07.2022

5

Source NCMEC, www.missingkids.org/content/ncmec/en/ourwork/impact.html
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The approach of law enforcement
Although the general approach of processing reports is in

The details contained in the report and the reported

principle the same in every country, there are differences

files are essential parts of an investigation. However, a

in how exactly reports are processed. For instance,

NCMEC report is an incident report and usually does not

designated law enforcement agencies can download the

contain sufficient information to fully assess the situation

NCMEC reports for their jurisdiction either directly from

behind the report. Other (closed and open) sources

the NCMEC Web Services via NCMEC’s Case Management

are consulted to fill the gaps. For instance, information

Tool or via the HSI / Europol route. Other differences are:

about the offender’s location or subscriber information
is warranted from the internet provider. This data may

Some LEAs focus on high-priority reports only. This

not be available anymore if the retention period has

may not be the desired workflow, but high workload

expired. In that case, alternative methods for locating the

causes the need for selection.

offender are available, although these are usually more
time-consuming. For some NCMEC processing agencies,
short retention times have a major impact on their

Due to differences in legislation, policy, regional

workload. To further assess risk and priority, investigators

problems and available solutions, which reports are

may do online searches and crosschecks with internal

handled (first) also varies.

databases. They will also check if the person has been
reported via NCMEC before.

Differences in available systems, tools/automation
and level of expertise

A very short retention time impacts the retrievability
of data. Limits for data retention vary widely in the EU.

Conclusion
In light of the above-mentioned, it
is clear that law enforcement faces
several challenges with processing
the volume of NCMEC CyberTipline
reports. It is important to stress that
the number of NCMEC reports does
not necessarily reflect the actual
amount of reported CSAM. Due
to the high volume of reports and
the time-sensitive nature of the

16

investigation, law enforcement must
prioritise. AviaTor has been designed
to assist law enforcement with exactly
this. The use of advanced technology
is the key for law enforcement to
be able to process these reports as
efficiently as possible.

CHAPTER 03

Project
AviaTor
AviaTor has developed into a functioning tool with
numerous features that correspond to the needs
of LEAs. We provide insights into the developments
and achievements so far.

18
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A JOINT EFFORT

Project AviaTor

Illegal?
Identifiable?

Group reports
collect intel

Local, regional

Project AviaTor, funded by the European Union’s Internal
Security Fund – Police, was launched in 2019 with the

Prevent data loss - Preventing data loss

idea to create an automation and intelligence tool for law

by acting as a searchable database that takes

enforcement to greatly reduce the time spent by LEAs

data retention laws into consideration so

assessing and prioritising CSAM reports.

LEAs can prioritise cases before it’s too late.  

Received
report

Examine
report

Start
investigation

Conduct
investigation

Create
case

Transfer to
investigative
unit

AviaTor helps the police by applying advanced AI
techniques and targeted online research to distinguish

Increase LEA capacity - AviaTor has the capacity

between known CSAM that needs to be removed

to house the increasing number of reports, putting

to prevent re-victimization, and new and unknown

LEA back in control.
Start
investigation

CSAM that can point to an ongoing abuse situation. It is
imperative that victims of current abuse are identified
and rescued as quickly as possible and offenders are
identified and prosecuted accordingly. To this end, this
project also implements a connection between the LEA’s
AviaTor systems and INTERPOL’s ICSE database, while
other collaborations are being looked into.
Aside from the Dutch and Belgian police, 14 additional

Wellness - The mental and psychological toll that
comes with processing reports of child sexual abuse
and exploitation should not be underestimated. AviaTor
reduces the amount of labour and exposure required,
which plays a crucial part in improving LE wellness.  

Preventing Bias - AviaTor supports LEAs

LEAs have joined the project and are actively testing and

by automatically linking information in order to

using AviaTor. More are expected to onboard. AviaTor is

guarantee the data is as complete as possible before

installed locally at the law enforcement premises.

the investigator has to identify new indicators or

The difference in legislation and political landscapes
between countries means the AviaTor tool can’t be a
“one size fits all” solution. Instead, the tool is highly

Finished
investigation

make judgements about the priority of a report.
This can help avoid crucial errors caused by having
to make quick decisions under time pressure.

AVIATOR PHASE 1

configurable for law enforcement so it can adapt to their
specific needs. In order to be able to connect AviaTor to

Long-term solution - AviaTor is the long-term

already existing local law enforcement databases, there

solution that helps law enforcement streamline their

is the option to implement modules. In principle, every

workflow so they are prepared for the increasing

LEA that starts using AviaTor gets access to the same tool

incoming number of reports.

- yet they can adjust it in such a way that it is unique and
fits their needs and legislation.

AviaTor phase 2 will run until the end of September 2024.

The main benefits that AviaTor offers to law enforcement

While AviaTor phase 1 was about research and creating

are the following:

the tool, AviaTor phase 2 focuses on ensuring that the
system is functionally complete and sustainable, with

Prioritisation of reports - Assist in the prioritisation
of reports by taking into account all aspects of NCMEC
reports, making processing quicker and more efficient.

Foundation
AviaTor phase 1 focused on research
and creating a tailored-made tool that
helps LEAs process NCMEC reports
more efficiently.

more advanced AI, extending collaboration between

28 LEAs, mostly from within the EU, were interviewed

national, regional, and international law enforcement

during 2019-2021 and asked to describe how they

agencies.

currently processed NCMEC referrals. Only two of the
interviewed LEA had a system in place to handle reports

the process. Furthermore, most handle reports first-infirst-out, potentially resulting in urgent reports being
processed late or not at all, leaving victims of ongoing
abuse in harm’s way.
The interviews resulted in a standardised workflow
with a per-country configurable scoring mechanism,
implemented in AviaTor, that would fit most LEAs.
This workflow contains three important steps and two
decisions.

at that time. The rest of them processed the (usually
Improve workflow efficiency - The combination of

large) number of reports manually with only the aid of

visual intelligence and online sources reduces the time

office software and image and video viewers, but no

needed to process reports. Having this information prior

searchable database or automation in place to support

to an investigation can significantly speed up workflow.

20
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NCMEC reports and hopes to develop a community of

AVIATOR PHASE 2

police investigators around AviaTor that promote best

Building on the
Foundation

AviaTor Phase 2 started in September 2021 and will run
for 36 months. The key developments in AviaTor phase
2 aim to bring AviaTor to the next level by focusing on
the following priorities: (1) develop capacity, expertise,
and cross-border cooperation for LEAs, (2) contribute to
the implementation of EU law and (3) foster cross-border
public-private cooperation.
This next level includes important components to meet
these priorities:

practices and peer-to-peer learning. This community
provides support to LEAs in implementing a workflow
for processing industry reports and joining the network
of AviaTor users. This network will have the capacity
potentially the additional reports resulting from a future
EU law for mandatory reporting by providers.
In phase 2 the efficiency of the AviaTor tool will be

Make the interfaces in AviaTor available so LEAs
can plug in their own modules and link to different
databases

improved through the following key developments:

Creating a more granular CSAM classifier and
applying this classifier on video as well
KEY PRIORITIES

Creating face detection and grouping

01

Making AviaTor functionally complete
and implementing new user requirements

to handle the ever-growing number of reports and

Creating an AI classifier for text analysis

COMPONENTS

More advanced targeted online research

Additionally, AviaTor phase 2
foresees the reach of AviaTor from
the current 11 LEAs to a minimum
of 25 LEAs including INTERPOL,
where INTERPOL’s role is to process
reports for countries that don’t do any
processing themselves.

Ensure AviaTor is functionally complete
and sustainable (1) (3)

02

Develop advanced AI for text analysis

(1)
Develop capacity,
expertise and crossborder cooperation
for LEAs

and video analysis (1)

03

Drive collaboration amongst LEAs, Europol,
INTERPOL and industry (1) (3)
(2)
Contribute to the
implementation
of EU law

04

Publish annual report for stakeholders with
statistics and findings on industry reporting (2)

05

Conduct a legal review into EU law and policies
influencing the outcome of the project (2)

06

(3)
Foster cross-border
public-private
cooperation

Onboard at least 25 national LEAs using
AviaTor (1) (2) (3)
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The collaboration that is targeted in phase 2 of the
AviaTor project has the following components:

GRACE is a research & innovation project funded
by the European Union’s Horizon 2020 program. Both
GRACE and AviaTor address the challenges that European

Events and
Communications

The Peer-to-Peer
learning event

expertise and are actively exploring how both initiatives

Project AviaTor focuses on creating a community of

The first AviaTor Peer-to-Peer learning event took place

can strengthen each other.6

police investigators fighting CSAM and promoting

in February 2022 via Zoom with participants from 20

best practices among them through digital outreach

LEAs and other organisations. During the event, the

and capacity-building events. This community has the

current status of the AviaTor tool was presented by the

opportunity to exchange knowledge and expertise

technical partner ZiuZ Forensic. The participants were

project, funded by the End Violence Against Children

with other police investigators on the use of the AviaTor

also introduced to the GRACE project, as a partner

fund. The goal of the project is to keep children safe

tool and the investigation methods used for CSAM

project to AviaTor. Representatives from Vicomtech and

with a common approach to CSAM categorisation

reports. During the first year of AviaTor phase 2, the

CENTRIC Sheffield Hallam University presented progress

globally. Within the project, a common ontology for

following steps have been taken:

on prioritising NCMEC reports at Europol. The event

law enforcement agencies face with regard to the spread
Implement the integration with INTERPOL’s ICSE
database through the I-CARE interface.

AVIATOR PHASE 2

of online child sexual exploitation. Although the projects
differ somewhat in scope, our ultimate goals are the
same. There is overlap in the project consortia and the
partners are promoting the exchange of knowledge and

Creating the possibility to exchange reports with
peer LEAs for those situations where reports need to
be processed in another country than the country that
originally received the report.

The collaboration is not limited to the AviaTor system
itself. Collaboration between the users and between
the stakeholders is also promoted in this project in three
ways:

Half yearly partnering meetings to promote best
practices for processing NCMEC industry reports and
peer-to-peer learning

The Global Standard Project is an INHOPE led

CSAM categorisation schemas will be created in order

finished with interactive sessions where participants

to facilitate an automated translation of these schemas

had the opportunity to exchange valuable knowledge

with the purpose of more effective processing of CSAM

on processing NCMEC reports and discuss different

reports by hotline analysts, law enforcement officers,

methodologies to prioritise the reports.

and technology industry professionals. The AviaTor
project will adopt this ontology to create a more granular
classifier for CSAM. This ontology can play an important
role in the exchange of information between hotlines,
law enforcement agencies and the technology industry
across the world.

IT personnel from LEA’s that work on interfacing
AviaTor to their own LEA systems will be included in the
project development team and the scrum process to
ensure a fluid development

The Heroes project is funded by the European
Union’s Horizon 2020 program and will develop novel

AviaTorproject.com

strategies to fight child sexual abuse and human
trafficking crimes and protect their victims. In this
IT personnel from providers that work on keeping

project, the International Centre for Missing & Exploited

their platforms free of CSAM will be supported in the

Children (ICMEC) is one of the partners. ICMEC focuses

use of readily available AviaTor components to help them

on training of and supplying tools to LEAs in South

achieve this goal.

America, Africa, and Asia. The current AviaTor project
has no resources to support LEAs outside Europe, and
through this collaboration we aim at getting the AviaTor

AviaTor phase 2 also seeks collaboration with other

system implemented and supported in the countries that

projects that share the same goals and can be

ICMEC is active in, some of which receive large quantities

complimentary.

of NCMEC reports (and in the near future EC Centre
reports).

7

The AviaTor website AviaTorproject.com was launched in
June 2022 and is designed to function as an educational
and informational website for those interested in AviaTor,
as well as a knowledge database for current AviaTor
users. The website gives an overview of the AviaTor
project and its partners and gives interested LEAs the
option to register for a free demonstration. Anyone
wanting to learn more about AviaTor can sign up for
the monthly newsletter to receive relevant product
development updates, background articles related to
technological developments and more.
LEAs who are already using AviaTor have access to
the website’s user portal. There they can find product
information and updates, user manuals and promotional
materials. In the future, the portal will be utilised as an
online knowledge community where LEAs working with
AviaTor can connect with each other and the developers
in order to further improve the user experience and
provide valuable feedback for development. The

24

6

GRACE website: https://grace-fct.eu

7

Heroes website: https://heroes-fct.es

website, portal and newsletter are managed by INHOPE.

25

LAW ENFORCEMENT

CHAPTER 04

The Story
Behind the
Numbers
One of the strengths of the project is the direct
involvement of Dutch and Belgian law enforcement as
project partners. Yves Goethals, the Judicial Commissioner
of the Belgian Federal Police, talks about the challenges
they face when processing NCMEC reports.

26
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INTERVIEW
LAW ENFORCEMENT

The Story Behind
the Numbers
Yves Goethals is the Judicial Commissioner of the Belgian
Federal Police with over 21 years of experience in the
fight against CSAM. The Belgian Federal Police is one of
the partners in the AviaTor Project.

Isn’t there a requirement for ESPs
to use the same format when they
create a report?
Not at the moment. ESPs report whatever they think is

What role do NCMEC reports play for
the Belgian Federal Police?

illegal and include as much information as they have or
want to give about the uploader. Some reports contain
only minimum information and a notice from the ESP to
contact them if more information is needed. While other

NCMEC sends us a high number of reports which means

reports actually contain much more information than

an increased workload for our law enforcement. It is

needed. This is an issue that will hopefully be solved

important to keep in mind that the social media platforms

with the new European legislation. Hopefully, this leads

which create the NCMEC reports are not legally liable for

to more uniformity between reports and makes clear to

the content if they report it. This means that the media

ESPs what needs to be reported and how it should be

platforms often report on anything that might be illegal

reported.

just to stay on the safe side. Therefore, not all NCMEC
reports lead to a police investigation. In Belgium, for
instance, only 40% of the received NCMEC reports
contain content that is against Belgium law. But if you
take into consideration that we receive roughly 15,000
NCMEC reports a year, that is still quite a high amount
of illegal content. The consequence of the high number

Did the Belgium police experience
a high increase in NCMEC reports
in 2021?

of NCMEC reports received is that about 70% of our

Not really, for us the peak of incoming CSAM reports

capacity goes towards processing them.

was 2 years ago. But I do want to stress here that these

Have you seen an increase in CSAM
in general this year?

statistics do not always represent the actual number

To me the number is not important, it’s the content that

of cases. For instance, we recently received over 500

counts. We can’t really control the number of reports.

reports on the same suspect within a 5-month period.

It’s hard to say if there was an actual increase. Before

This means that 500 reports lead to only one police

the derogation law came through in October 2021 for

investigation. Thankfully, it is a truly extraordinary

example, we saw a noticeable decrease in NCMEC

case and the highest number of reports we have ever

reports coming from Meta. Once the derogation law

received for one suspect. But it clearly shows how

passed, Meta sent all of the reports that they hadn’t sent

Yes, absolutely. The high quantity of reports makes

statistics do not always show the full situation. We often

before in one go. This led to a great increase in reports

formatting a crucial element of the processing time. If

receive between 3 to 15 reports on one suspect and the

received, but that doesn’t mean there was an overall

we only received 10 reports a year, the format would not

only thing that differs in the report is the image, while

increase.

matter as much. But with 15,000 NCMEC reports every

date, time and place are the same. This also has a clear

year we are unable to manually go through each one of

impact on statistics. I can imagine that if this happens in

them quickly and we must rely on tools that help with

Belgium, it happens everywhere else. Therefore, those

prioritisation. These tools however will not properly work

29.3 million reports can easily be reduced to a much

if reports are formatted differently.

smaller number in terms of actionable reports for the

Does the way the CSAM is reported
have a significant impact on how law
enforcement can process it?

police. But no matter how you look at it, the total number
of reports is very high.

vulnerable children being contacted through VPNs from
all over the world and were asked to send sexual images
of themselves. This is the unfortunate consequence of
children spending more time behind a computer. But
now that the pandemic is more or less under control, we
don’t see a decrease.

Have you identified any noticeable
trends in CSAM in 2021?
I am very worried about the increase of self-generated
content by young people. We also clearly see that the

Did the global COVID-19 pandemic
have any effect on the rise of these
numbers?
The pandemic definitely had an effect. Child Focus,

‘To me the number is not important,
it’s the content that counts. ‘

schools during the pandemic, who were worried about

the Belgium hotline, noticed an increase of at least

victims are becoming younger and younger and the
content itself is getting more violent and extreme. 20
years ago, if you went to a fair, that was exciting. But
nowadays, unless an attraction can turn you upside down
and move really fast, it is considered boring. Our society
nowadays wants more excitement, more extremes and
this translates back to child abuse as well.

30% of reports already just within the first 5 months of
the pandemic. Children were at home more and spent
more time online. We received more notifications from
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If you take into consideration that sometimes NCMEC
reports are from events that happened 6 months
previously, you can see how that can be troubling. That’s
why it is so important to consider the remaining data
retention time when prioritising reports.

What role does AviaTor play for the
Belgian Federal Police at the moment?
AviaTor is very efficient when it comes to prioritisation,
which is the main reason we use it. You can put your own
parameters into AviaTor and make it prioritise based on

What are the main challenges when it
comes to processing CSAM reports?

those. I think AviaTor does that really well. I don’t want a
tool that does 100 things but none of them very well, I
prefer using a tool like AviaTor that is really well built and
does a couple of things very well instead.

Police capacity, the balance between privacy legislation
and crime-fighting, and the enormous number of

The AviaTor project is a unique limited-scaled project

CSAM reports are the main challenges. A crime is being

with a small group of people on board. In my opinion

reported and we have the obligation to investigate

this is the best way to work. Instead of having meetings

and report to the prosecutor’s office. But this is taking

with up to 100 people at a time as you would have on

a lot of our capacity, up to 70% in the Child Abuse Unit

bigger projects, we can come together in smaller groups

right now. Restoring the balance between privacy and

and discuss items much easier and quicker. If I need

crime-fighting is a hot topic. We can’t stand still in the

someone, I can call them directly. Personal contact and

development of tools such as AI, because this will lead

flexibility are huge advantages.

to us being so far behind criminals – we will never be
able to catch up again. Most of the people on online
platforms are doing nothing wrong, but we need to be
able to protect them. If a store gets robbed, the police

Yves Goethals

receive a description of the perpetrator and start an
investigation. But nowadays, crimes happen increasingly

Judicial Commissioner of the Belgian Federal Police

online and we need the tools to look for perpetrators
on there as well. The police have no interest in private
pictures of your children. But if somebody hurts your
The victims becoming younger could be caused by the

handle things, because their decisions can be strongly

need for control. Sexual gratification is not always the

influenced by the financial aspect. What we need are

reason for child sexual abuse, control plays an important

strict and honest rules that apply to everyone. Not only

role. Our children are becoming more vocal and a

European-based companies, but any company doing

12-year-old will not always be controlled easily anymore.

business in Europe should have to oblige.

This could be part of the explanation for why abused
children are becoming younger, but we can’t be sure.

Once the new legislation has been adopted it will also
take time for each country to implement it into their own

‘Our society nowadays wants more
excitement, more extremes and this
translates back to child abuse as well.’

legislation. We have seen this take years in the past, so let

We will have to wait and see how the new legislation
will be implemented to see the true effect and impact. I
hope the social networks won’t get to decide how they
30

the ever-growing amount of CSAM reports at the
moment is accurate prioritisation.

‘The police have no interest in
private pictures of your children.
But if somebody hurts your children,
we need to be there.’

us hope this goes a lot faster this time. And then we have
to wait and see how the smaller platforms will handle the
new legislation. Everybody has to stop at a red light, but
unfortunately, that doesn’t mean everybody does.

The European Commission proposed
new legislation that would require
social networks to report and
remove CSAM from their platforms
themselves. What impact would that
have on law enforcement?

children, we need to be there. The only way to handle

What is a case that you
consider a success?
In 2017 a man was caught posting an illegal picture on

What is data retention time and
how does it influence the processing
of CSAM?

Facebook. NCMEC sent the report to Europol, and they
sent it to us. We went and investigated and what we
found were lots of encrypted hard drives. This led to an
investigation that in Belgium alone ended with 5 arrests.
One of those arrests was a man acting as an administrator

Data retention time stands for the amount of time the

on the dark web, who was offering his son for sexual

ESP is obliged to retain the data and make it available

abuse to others. This case led to 300 intelligence reports

for justice or police. In Belgium we are quite lucky, as

worldwide. Just because one man posted that picture on

the retention time for possession is 6 months and for

Facebook. This is why you can’t prioritise based on ‘this is

distribution it’s 9 months. But there are countries where

only one picture.’ It can lead to much more.

the data retention time is almost down to zero.
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TECHNOLOGY

CHAPTER 05

The Role
of AI
The use of AI is one of the features that make the AviaTor
tool so exciting and promising for the optimisation of the
processing of NCMEC reports. But there are challenges and
limitations that need to be taken into account.
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THE ROLE OF AI
TECHNOLOGY

The Role AI Can Play
in the Processing of
NCMEC Reports
Due to the ever-larger amounts of available data, the

The resulting models should also be treated with a rigor

research field of Artificial Intelligence (AI) has produced

similar to the data that was used for training. At the same

several ground-breaking advances, especially in the

time, the availability of training data is considerably

field of Machine Learning. End-users often experience

limited. Investigators already struggle with a high

these advances only through smart applications (e.g.,

workload that involves reviewing highly disturbing

automatic object recognition, face recognition, text

material, so any dataset labelling efforts should only

extraction and search in photo libraries; live transcription

happen after careful consideration. If possible, labelling

of teleconferences, automatic translation, autonomous

should be based on past cases to reduce additional

driving) or smart assistants (e.g., Alexa, Cortana, Google

manual effort as much as possible. Another critical

Assistant, Siri).

challenge is the need for interpretable and trustworthy
approaches. Especially in the context of this project,

However, the vast majority of modern Machine Learning

investigators should be able to understand why a

applications are based on techniques that came into

component comes to certain conclusions.

existence as early as the 1970s. Back then, they were
known simply as “Artificial Neural Networks,” and

This is not only one of the preconditions for trustworthy

today they have been extended to give way to the

AI, but also a necessity for identifying unintended

so-called “Deep Learning” revolution. Deep Learning

biases and preventing them from arising, for example,

approaches became especially prominent for both

from imbalances in the data distribution. Aside from

research and industry after outperforming all other

trust requirements, these considerations also make it

competing methods on the ImageNet Large Scale Visual

clear that any Machine Learning component, as well as

Recognition Challenge (ILSVRC) in 2012. That is why

the resulting overall AviaTor system, should always be

within the AviaTor project, we are exploring the use of

understood and designed as a semi-automatic support

state-of-the-art Deep Learning approaches to support

system with continuous re-evaluation and adaptations of

LEAs processing the growing number of CSAM reports.

its components. This way, investigators remain in ultimate
control of any decision.

Challenges for machine learning
approaches in criminology

In addition to these mostly technical considerations, legal
challenges with an impact on data-driven approaches
arise while trying to fight CSAM across several
jurisdictions. One example of this is the availability of

Before going into the details of some of these past and

past report data. In some jurisdictions, data needs to

future explorations within the AviaTor project, it helps

be deleted after short timespans, especially if no case

to first look at the main challenges arising from the

was opened. Another issue is that definitions for CSAM

scope of the project, and the nature of reports. One of

often differ between legal frameworks (e.g., age ranges).

the common challenges for modern Machine Learning

The methods developed for AviaTor need to be flexible

approaches is the dependence on large amounts of

enough to adapt to such differences.

(labelled) data. Besides that, large models often require

Consequently, one of the requirements of the project is
that the data cannot leave the infrastructure of the LEAs.
This means that Machine Learning components that are
going to be used have to be trained on-premises, and in
highly controlled environments.
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interpretability of the classifier’s score are not a given.

available to the Dutch and Belgian police. As expected

The classifier score is currently one of the items that the

during the proposal phase of the project, a large part

investigator uses in prioritising a report. The investigator

of the reports include images. This is why concerning

can manually add the importance of this classifier score in

supporting classifiers, we focused on state-of-the-art

the scoring module in AviaTor, ensuring that the classifier

Deep Learning classifiers of the visual domain in this

score impact is balanced with the other elements in the

first project. When working with the participating LEAs

report to define the right priority.

in order to try and find potentially available labels for
the existing image data in past cases, we found that the
only readily available labels in the past were whether a
reviewed image ended up in an opened legal case or not.
As a trade-off between the above-mentioned

If instead, the classifier was to predict multiple attributes
of interest, this could increase trust in the system by
being more interpretable since individual attributes
could be configured to be weighted differently, based
on the evaluation of investigators.

considerations-the readily available labels and the
additional efforts for investigators to create better,
more fine-granular labels-we decided to train a binary
classifier in the first AviaTor project. For a given image,
the goal of this first classifier was to predict whether a

special hardware (GPUs) in order to train and run. In the
context of AviaTor, the data contains illegal media files.

analysis of the data types included in the reports

Current and future developments
in AviaTor 2

similar image in the past would have caused a legal case

Past developments in AviaTor 1

to be opened or not. The resulting image classification

Based on the foundations of AviaTor Phase 1, one of the

score (i.e., the classification probability of the true

clear goals set for AviaTor phase 2 was to extend the

In light of these overall considerations, AviaTor phase

class) can then be used as one of many other scores

work on the visual classification to more fine-granular

1 was the first step in the direction of supporting

in the resulting system. The positive evaluation results

labels. During interviews with several European LEAs,

investigators in their daily work, by creating a report-

of this first classifier show that it can be a valuable

we identified a list of interesting properties of images

reviewing interface with various scoring components.

scoring component for investigators. However, due to

that would be desired to be automatically detected

During this first project, we conducted a statistical

the lack of fine-granular labels, the transferability and

in the image contents of incoming reports. Once
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detected, such properties could then be used to support

Several of the ideas and challenges were already

investigators as parts of the flexibly configurable scoring

addressed as part of the previously mentioned interview

system of the AviaTor system across different jurisdictions.

process. Similar to the analysis steps in AviaTor phase 1
for the visual domain, we are currently gathering the

While the exact identified features cannot be revealed

necessary statistics about textual data to be able to

here for investigative tactical reasons, in the prioritisation

estimate feasibility, necessary additional labelling efforts

of the current developments we apply current state-of-

as well as decide on the implementation order of more

the-art techniques, and take into account the feasibility,

advanced text analysis and understanding components.

as well as the necessity of additional labelling work for
investigators. Along these lines, in the future, we would
also like to investigate whether ideas of decentralised
training of classifiers can be used to further reduce

Conclusion and outlook

the individual labelling efforts of participating and

In summary, AviaTor explores how to make use of very

collaborating LEAs. Apart from images, AviaTor phase

recent developments in AI to support LEAs in their fight

2 project further focuses on investigating the creation

against CSA. Currently, these explorations focus on a

of machine learning components to help with the

better support to deal with the strong increase of visual

increasing amounts of reported videos and textual

as well as textual report content. Each of the newly

information. Textual information is especially interesting

developed “smart” components is only a small piece of

for investigators to identify certain activities around

the resulting AviaTor system to support investigators.

CSAM - like coercion or grooming.
Despite always being accompanied by other
Expanding from very basic keyword lists and their

components, the AI components are carefully evaluated

matching, research topics here range from the

as part of the development process already. This helps

supported identification of keywords or more

us to identify and counter potential biases as early as

complicated, but common, patterns that could indicate

possible. Continuous re-evaluation and improvement of

coercion or grooming. Challenges in this area however

the AI components, as well as granular and interpretable

arise from the variety of different textual data types in

results in the form of structured predictions, are some of

the reports (e.g., logs, chats, discussions, metadata,

the main goals. This will lead to an increase in the value

descriptions, documents) as well as the very different

of AviaTor as a human-centred decision support system

verbosity and multilinguality of some of the reporting

assisting investigators in their decision-making process.

platforms.
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CHAPTER 06

Legal
Challenges
European Union data protection laws have a great impact
on both CSAM reporting as well as the AviaTor tool
and its functionalities. The possible legal challenges must
be identified to provide legal solutions.
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LEGAL CHALLENGES
LAW

Reconciling
Cooperation and
Compliance
One of the fundamental instruments created by NCMEC

reports. The scope of the GDPR is rather broad and it

is the CyberTipline, which is a national mechanism in the

will apply in virtually any sort of processing of personal

United States for the general public and ESPs to report

data by any stakeholder.10 The scope of the LED, on the

instances of suspected child sexual exploitation. When

other hand, is quite narrow. To put it very generally, the

NCMEC receives a report through the CyberTipline, the

LED will only apply when personal data are processed

information is reviewed and if necessary marked as a

by competent authorities in the field of prevention,

priority. NCMEC will then make the reports available to

investigation, detection, or prosecution of criminal

competent LEAs around the world to facilitate further

offenses.11 These competent authorities can either be

investigations and prosecutions of child sex offenders.

the typical stakeholders responsible for law enforcement

NCMEC makes these reports available to 147 national

(think judicial authorities or the police) or private actors

police forces globally, including Europol and INTERPOL.

who have been given similar powers (think an internal

The AviaTor Project wants to further facilitate the

security service of public transport networks). 12

cooperation between NCMEC and LEAs in the EU and
beyond.

It must be clear from the demarcation of the scope
of the LED, that the processing of NCMEC reports by
LEAs will clearly fall within the scope of the LED (and

Overcoming legal challenges for
processing NCMEC reports
NCMEC reports contain information about child sexual
abuse, information about the service provider that made
the report or on whose services the CSAM was found,
etc. It must be clear, therefore, that the processing of
those reports entails the processing of personal data,
for which an extensive legal framework exists in the
European Union. In the European Union, the processing
of personal data is governed by the General Data
Protection Regulation (GDPR)8 and its “sister” instrument
for law enforcement, the Law Enforcement Directive
(LED)9, as well as national legal instruments which further
implement and transpose the GDPR and the LED.
Moreover, the NCMEC reports also contain sensitive
data, seeing as they reveal information about the sexual
life/preference of the perpetrator and information about
children, the processing of this data will be held against
higher standards.
The processing of (sensitive) personal data creates
questions regarding the conditions under which LEAs
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the national transpositions thereof). For both the ESPs
and NCMEC, the situation is less obvious. ESPs will not
fall within the scope of the LED because they are not a
“competent authority” as defined therein. The GDPR
will be applicable when ESPs generate reports of CSAM
found on their platforms. Even in situations where the
ESP only has an establishment on US grounds, their
services will also be offered to EU citizens, which is
enough to establish the applicability of the GDPR.13
NCMEC, a US-based non-profit organization, will most
certainly not fall within the scope of the LED. The GDPR,
however, may be applicable when broadly interpreting
the term “monitoring of the behaviour of European
citizens.” The concept of monitoring actually means
“tracking individuals online” in the GDPR. Therefore, in
our opinion, it would go quite far to state that NCMEC
“monitors” EU citizens, by receiving and analysing the
reports from the public or ESPs.
By including a legal partner in the follow-up project
AviaTor phase 2, the project recognizes the need to
address data protection (and other) obligations that may
be applicable to the different actors involved.

Ensuring a proper balance between
child protection and data protection
Because the applicability of data protection legislation
comes with certain obligations regarding lawfulness,
proportionality, fairness and transparency, the project
partner and affiliates need to make sure the necessary
data protection safeguards are put in place. With these
safeguards, the AviaTor project strikes a proper balance

sharing between police forces is regulated in the Dutch
Police Data Act. Specific rules will also apply when LEAs
decide to save the reports in their own databases. In the
Dutch Police Act this is for example possible in order to
obtain a “nationwide understanding into the topic of
child sexual abuse.”14 Another important question that
needs to be answered is to what extent the NCMEC
reports can be admitted as evidence in a criminal case
against a child sexual abuse offender.

between protecting children online and upholding
personal data protection.
It must also be highlighted that the AviaTor tool has never
been created with the goal of snooping into private

The new EU Proposal: what does it
mean for AviaTor Phase 2?

communications or for scanning activity on platforms

On the 11th of May, 2022, the European Commission

in mind, and neither will it be used for that purpose in

published a proposal for a Regulation laying down rules

the future. On the contrary, it has been created as a tool

to prevent and combat child sexual abuse (hereinafter

for LEAs who may be overwhelmed by the amount of

the “proposal”). This proposal recognises the importance

NCMEC reports they receive.

of ESPs in the fight against CSAM online. However, It

in the European Union are allowed to receive these

The focus will not solely be on data protection

NCMEC reports. Also, the interplay between the GDPR

obligations. The LEAs in the AviaTor project will also share

and the LED, adds another level of complexity. The

the NCMEC reports between each other, which means

applicability of the GDPR or the LED will differ according

that specific (national) legislations need to be taken into

to the stakeholder involved in the processing of NCMEC

consideration. For example, in the Netherlands data

also emphasises that the current framework of voluntary
reporting by industry stakeholders has proven to be
insufficient in protecting children from falling victim
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Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation).

8

Directive (EU) 2016/680 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data by competent
authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offences or the execution of
criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA.

9

The material and territorial scope of the GDPR are delineated
in its Articles 2 and 3. While there are circumstances where
personal data processing activities fall outside the GDPR’s
protective ambit, those circumstances are generally rather rare.
The personal scope, however, is essentially limitless: anyone,
no matter capacity or nature, can potentially fall under the
regime set forth by the GDPR where personal data processing is
concerned.
10

11

See definitions in Article 2.1 and 1.1 LED.

14

Article 13 (2) of the Dutch Police Data Act.

European Commission proposal for a regulation of the
European Parliament and of the Council laying down rules to
prevent and combat child sexual abuse, 11 May 2022, COM(2022)
209 final, available at: https://eur-lex.europa.eu/legal-content/
EN/TXT/HTML/?uri=CELEX:52022PC0209&from=EN

15

18 U.S.C. § 2258A. It is important to note that this obligation is
only for CSAM that come to their attention (through a complaint
of a user of the platform), they are thus not obliged to take
proactive steps to search for child pornography on their
platform, neither are they obliged to monitor their platforms for
this activity.
16

Internet Watch Foundation annual report 2020,
https://annualreport2020.iwf.org.uk/trends

17

18

https://www.missingkids.org/gethelpnow/cybertipline

The Proposal provides for a new European Centre to prevent
and counter child sexual abuse that would facilitate the
detection, reporting and removal of child sexual abuse online,
provide support to victims, and serve as a hub for knowledge,
expertise and research on matters related to the prevention and
combatting of online child sexual abuse.
19

Commission Nationale de l’Informatique et des Libertés
(“CNIL”), ““Law enforcement Directive”: What Are We Talking
About?”, 2 June 2021, available at: https://www.cnil.fr/en/lawenforcement-directive-what-are-we-talking-about

12

to child sexual abuse.15 The European Commission

over 4000 new cases of child victims to LEAs. This

therefore wants to create “a clear and harmonised legal

number will not decrease the moment the European

framework on preventing and combating online child

mandatory reporting mechanism comes into place.

sexual abuse.” The new legal framework will introduce a

European hotlines and LEAs will still continue to rely

clear obligation for providers of hosting or interpersonal

on the reports they receive from NCMEC to combat

communication services to detect, report and remove

child sexual exploitation.18 Even more so, the proposal

any potential child sexual abuse on their services,

creates opportunities for collaborating with new actors

of which they become aware. Such an obligation of

in the field of child sexual abuse prevention, such as

mandatory reporting is not novel, US based electronic

the Competent Authorities or the EU Centre19 that are

communication service providers or providers of remote

introduced in the new proposal.

13
Article 3 GDPR defines the territorial scope of the GDPR
very broad. The Regulation will apply to the processing of
personal data of data subjects who are in the Union by a
controller or processor not established in the Union, where the
processing activities are related to: (a) the offering of goods
or services, irrespective of whether the payment of the data
subject is required, to such data subjects in the Union, or (b) the
monitoring of their behavior as far as their behavior takes place
within the Union.

computing services were already obliged under US
federal law to report on cases of online child sexual
exploitation to NCMEC’s CyberTipline. 16

Looking for solutions

The decision of the European Commission to introduce a

It must be clear that the sharing of NCMEC reports

legal obligation for ESPs to report CSAM to a centralised

between different stakeholders comes with some legal

EU Centre on Child Sexual Abuse makes sense when you

challenges due to (sensitive) personal data contained in

consider statistics from the Internet Watch Foundation

those reports. The AviaTor project is not ignoring these

that reported that the EU is currently the largest host of

challenges, but is continuously searching for solutions.

CSAM worldwide17. This new obligation, however, will
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not mean the end of NCMEC’s CyberTipline. NCMEC’s

In the further course of the AviaTor project, the

mechanism of reporting will remain essential due

requirements of data protection law and specific

to the number of key ESPs with headquarters in the

legislations regarding the processing of data by LEAs will

United States, such as Meta, Twitter, Discord, Google,

be carefully assessed and the necessary guarantees will

Microsoft, Reddit, YouTube, etc. In 2021, NCMEC

be further implemented to ensure compliant processing

received almost 30 million reports of CSAM and alerted

of NCMEC reports by LEAs.
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CHAPTER 07

The Way
Forward
Jos Flury, Executive VP from AviaTor technology project
partner ZiuZ Forensic talks about the future of AviaTor
and CSAM industry reporting in Europe. Where are we
heading and what can we expect?
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How will this influence the way
forward for AviaTor?

GLANCE AT THE FUTURE

The Way Forward
information on the context, focus and functions of

along three axes

Efficiency is an indicator for the reduction of

How will the numbers be affected?

processing time, better intelligence position of the
Reach

In this first annual report, we provided background

The objectives for AviaTor run

investigator, and the prioritisation that is achieved with
AviaTor.

AviaTor and how it fits the current needs of LEAs. In this

At the moment, we assume that the current influx of

day and age AviaTor is helping LEAs handle NCMEC

reports by ESPs located in the US on EU users will remain

industry reports in an efficient and effective way.

to be routed through NCMEC. They then determine the
geolocation of the user and relay reports accordingly.

We are aware that the landscape around AviaTor is

The high-volume countries get their reports directly from

changing. In May 2022, the Directorate-General for

NCMEC instead of going through Europol. The quantity

Migration and Home Affairs of the European Commission

of these reports could increase because of the stricter EU

proposed new EU legislation to prevent and combat

regulations and the announced penalties of up to 6% of

child sexual abuse online. This legislation will make it

global revenue. This could lead to more ESPs reporting

mandatory for ESPs that operate within the EU to detect

and ESPs reporting more.

and report CSAM on their platforms.

Reach represents the number of LEAs that have
installed AviaTor and the number of investigators using
the system.
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intelligence exchange and interaction with other systems
and other LEAs.

Once European ESPs will be obliged to report to the
Just like the system where industry reports go through

EU Centre, this will have a big impact on the number of

NCMEC in the US, which we described earlier in

incoming reports. However, the previously mentioned

this report, this new legislation foresees mandatory

indication by the IWF on EU-hosted CSAM (72%) will

reporting for hosting service providers and providers of

not necessarily result in a similar increase of reports to

interpersonal communication services through the to-be-

EU LEAs. For context; over 18 million of the 29.1 million

established new and independent EU Centre on Child

NCMEC reports in 2021 were related to users in Asian

Sexual Abuse (the EU Centre). If the proposal is adopted,

countries and Algeria. We should also keep in mind that

it will result in yet another drastic increase in the number

the nature of European ESPs differs from the US ones;

of reports that EU LEAs must process.

the big social media platforms are all US-based, while

The Internet Watch Foundation (IWF) indicated in their

Europe has more image and file hosting services.

Efficiency

Reach

The efficiency gains are the primary objective for

All European LEAs will be impacted by the new

the AviaTor project. These gains enable the LEAs

legislation on CSAM. This is why we are putting focused

that use AviaTor to keep up with the ever-growing

emphasis on disseminating the results of the project

incoming stream of reports. There are several specific

in order to get more EU-based LEAs on board. Even

functionalities within AviaTor that are relevant in this

though the workflow process may differ between LEAs,

context. For example, AviaTor has a direct interface to the

we make sure AviaTor is adaptable and able to function

NCMEC system to ensure that no valuable retention time

in each unique situation. Some LEAs have a central

Under the proposed legislation, providers will also be

is lost and reports are acquired at the earliest possible

department that processes all incoming NCMEC reports,

required to report cases of grooming – a practice where

moment. This interface has a modular design and will

while others have a federated setup - this means that
there is a central department that analyses incoming
reports on illegality first and subsequently relays the

2021 annual report that EU providers host more than 72%

All the non-EU and non-US based ESPs will also have to

of CSAM globally. According to the proposed legislation,

start reporting CSAM, and it is difficult to predict what

these providers will be obliged to start detecting and

impact that could have on the number of incoming

reporting CSAM on their platforms. This could result in

reports. It is unclear right now if non-compliant ESPs

surpassing the revolutionary numbers of CSAM reports

could be legally pursued (in 166 different countries

that we are already facing today. Something that will
unquestionably have an enormous impact on every

and jurisdictions globally). They should not be able to
provide a safe haven for ESPs fleeing the US and EU.

European Union LEA.
The new EU Centre will maintain a database of indicators
that allow the detection of abuse (hashes and AI

sexual predators build a relationship, trust and emotional

need to be replicated so it can be used for the new EU

indicators) to ensure that all child sexual abuse content

connection with children so they can manipulate, exploit,

Centre.

is correctly identified. These indicators will be checked

and abuse them. In a recent discussion with Google,

by law enforcement in EU countries to make sure that
they follow the EU definition of child sexual abuse.

who are actively investigating this, we learned that a
grooming process could evolve over a longer period of

Making the indicators available to relevant digital service

time. This means it requires the monitoring of behaviour

providers will be a step forward in improving the

and may result in multiple reports, but these reports will

effectiveness and transparency of the detection process.

not necessarily contain imagery content.

reports to ‘the states’ for further processing. Germany,
A classifier for text analysis is currently being developed

Brazil and India are examples of the latter. AviaTor can be

within the AviaTor project. During the development, we

adjusted and implemented in either workflow setup.

will anticipate the EU’s intentions to require the reporting
of grooming. Also important for this topic is the ability
of AviaTor to group reports on specific user and report
properties. This feature will allow the grouping of a
grooming trajectory in one single investigation.
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Source: https://annualreport2021.iwf.org.uk/trends/geographicalhosting
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Collaboration

In conclusion

Collaboration is key to the success of AviaTor. Right

By following the three listed axes, AviaTor is ready

now we are fully capable of handling multiple hash

to grow and quickly adapt to future changes. The

lists simultaneously for matching. Through the I-Care

project involves partners and users who are highly

interface, we keep the included INTERPOL baseline list

motivated to eradicate CSAM from the digital world,

up to date. Additionally, we can import country-specific

catch perpetrators, and save victims. This determination

hash lists - including the hash lists distributed by the

inspires us to develop the AviaTor tool further so that

future EU Centre. This ensures maximum flexibility for

LEAs can have the most optimized tools for processing

LEAs on how they determine what is illegal and what is

CSAM reports. As the first AviaTor report shows, it is

not.

inevitable that the number of CSAM reports will grow
and LEAs worldwide will have to handle the pressure that

A proof of concept for a federated learning setup is

will come with the increasing reports. The only way to

being made. This closely matches the EU’s ambition to

be able to properly respond to this and effectively fight

have AI classifiers for the EU Centre that are jurisdiction-

against CSAM is by providing LEAs access to innovative

specific.

support technology, such as AviaTor. There is no time to
waste, we have to act now.

Jos Flury
Executive VP, ZiuZ Forensic
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CHAPTER 08

Meet the
Partners
Unique to this project is the relatively small team of project
partners, each highly specialised within their own field
of expertise. This makes the AviaTor team agile, focused
and able to develop quickly.
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The National Police of
the Netherlands

The Belgian
Federal Police

The National Police of the Netherlands are the project

The Belgian Federal Police has been part of the AviaTor

lead of the AviaTor project. They have been using AviaTor

team since the first version in 2019 and are highly

since the first version in 2019. The NPN is also one of

involved in the AviaTor project through providing

the two main practitioners in the project. As such, they

insights and input for the development and testing latest

are responsible for defining, prioritising and approving

updates. The Belgian Federal Police are the other main

The other expert project partners within the AviaTor

the functionality that will make AviaTor complete. In

practitioner within the project.

Project team are Timelex – a highly specialised law firm,

addition, they are responsible for composing the data

DFKI – the largest, independent AI research center

sets needed to train the AI developed in the project and

worldwide and INHOPE – the International Association

will have IT personnel participating in the development.

of Internet Hotlines.

Their role is crucial, they can provide the partners with

THE TEAM

Meet the
Partners
AviaTor is developed by the leading
technology companies in the field of
Visual Intelligence and Open Source
Intelligence (OSINT) research: ZiuZ
Forensic and Web-IQ.
They work together with a growing number of law

the specific knowledge of the challenges at hand from
a LEA perspective, and the necessary feedback on the
proposed solutions.

enforcement agencies across Europe, including project
lead, the National Police of the Netherlands, and the
Belgian Federal Police as a key partner.

ZiuZ Forensic

Web-IQ

ZiuZ Forensic develops high-grade products with

To fight online child abuse, human trafficking and fraud,

visual intelligence technology to help innovate forensic

law enforcement agencies and the financial services

investigations. ZiuZ Forensic solutions make a worldwide

industry need the best open-source intelligence.

impact and contribute to solving societal issues by

Web-IQ provides its partners with leading OSINT

enabling law enforcement agencies to analyse and

solutions to make the world a better place. They believe

categorise large amounts of visual data in child abuse

that law enforcement Agencies should have the best

investigations.

online intelligence tools and data available to help them
in their fight against serious crimes. Thereby making the

ZiuZ Forensic works in close cooperation with

world a better place.

universities, NGOs, companies and research institutes.
They’re constantly looking for new technologies to

Web-IQ is an active private sector partner of the Virtual

develop their products and services. Next to traditional

Global Taskforce: the international collaboration of law

pattern recognition and image analysis technologies,

enforcement agencies, non-governmental organisations

they explore machine learning, deep learning, and

and industry partners to protect children from online and

artificial intelligence technologies.

offline sexual exploitation. Their role as development
partner within the project is to enrich reports with data
other than images/video content (e.g. text-based and
online data), develop AI for text analysis and building the
user interface.
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DFKI – The German Research
Centre for Artificial Intelligence
DFKI conducts research on “human-centric AI” in
the major ground-breaking areas of AI research and
applications with a focus on socially relevant topics
and scientific excellence. They are convinced that AI
technologies can help in meeting the great societal
challenges we face such as man-made global warming,
social injustices, and dangerous diseases. As the largest
independent AI research center worldwide, they initiate,
realise, and support many activities to develop reliable
and trustworthy AI.
In this project, they will advise on the selection and
creation of necessary datasets, as well as the use of
machine learning approaches.

Timelex
Timelex is a leading niche law firm specialised in the
legal aspects of information technology (IT), privacy &
data protection (GDPR), intellectual property, and media
& electronic communications. Every day they strive to
match law and innovation. Timelex is an independent law
firm operating from the capital of the European Union,
working with an extensive network of leading law firms
across the globe with similar profiles to them.
Founded in 2007, Timelex has grown into a leading law
firm with strong market recognition. This is illustrated by
the fact that they are consistently ranked as a top-tier and
leading law firm in international law firm rankings such as
Legal 500 and Chambers based on feedback from clients
and other national and foreign lawyers. In the framework
of AviaTor Timelex, as a law firm, will provide legal advice
to the project and selects the most appropriate legal
instruments to accommodate effective collaboration.

INHOPE
INHOPE is the global network of hotlines combatting
online Child Sexual Abuse Material (CSAM). The network

This project was funded by
the European Union’s Internal
Security Fund – Police

consists of 50 hotlines in 46 countries (as of December
2021) that provide the public with a way to anonymously
report illegal content online with a focus on CSAM.
Reports are reviewed by trained content analysts who
review and classify the reported material. If confirmed
illegal, law enforcement agencies will be advised and a
Notice and Takedown order will be sent to the relevant

The content of this annual report represents
the views of the author only and is his/her sole
responsibility. The European Commission does
not accept any responsibility for use that may
be made of the information it contains.

Hosting Provider so that the content is removed from the
digital world as rapidly as possible.
Within the AviaTor project, they are responsible for
marketing and communication, website development,
creating campaigns, organising the capacity-building
events and this annual report. INHOPE provides relevant
feedback on the new working process and tooling from
an international point of view (regarding the intake of
reports through hotlines).
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